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Abstract: Network security is an act of protecting the information from 

unauthorized access; it controls and monitors the security of the whole 

network.  The threats to network security are alarmingly increasing 

day by day and it creates a need to protect the information stored in the 

network securely. If the network security is weak, it is prone to get 

attacked by hackers who steals the original information and sells it into 

the black market for their gain.  To overcome this network security is 

used in all types of data transactions between the sender and the 

receiver. Now a day’s data sharing through social network is a difficult 

in concern with security. The data transferred from one node to 

another through network should be more efficient and secured.  There 

are various mechanism proposed to avoid secure issues in the network 

transmission of data. The Key based Authentication provides security 

for data transmission in social network. The data transmitted from one 

end user is encrypted using the Blowfish algorithm and is decrypted by 

the server.  It uses public key cryptography for secure purposes.  The 

server then again encrypts the data using the rijndael algorithm and 

stores it securely so that the information is more secure and doesn’t 

attract hackers to steal the information. 

Key Words: Online social networks, key based encryption, greedy 

algorithm. 

 

1. INTRODUCTION 

 
Sharing the data through internet has become one of the 

most essential parts of our daily life. Online social networks has 

become a platform for the users to communicate with their 

friends and family. This ever-growing social media like 

Facebook, Google and Twitter, etc., offer both offline and online 

communication with their friends and the outside world.  It helps 

connect the people in an easy and simpler way.  For example, 

photo sharing is done through Instagram, instant messaging is 

done through MSN and phone calling using SKYPE, etc.  These 

social services allows the users not to be physically present but 

can use the help of the social media to stay in touch with their 

friends and family in  a more convenient way.    

In spite of all the facilities provided by these online 

social networks, it can also lead to the risk of data theft.  The 

hackers can steal the information sent by the data or has stored in 

the server for their personal gain or sell it to the black market for 

money. The information shared in the online social networks is 

immense. This leads too much of data stored in the network 

which can be stolen by the hackers maliciously. The stolen 

information is mostly used for advertisements, etc. This throws 

light on the fact that data privacy is still a concern in online social 

networks.  

Preservation schemes suitable for data sharing in OSNs 

are highly in demand. Recent research work has demonstrated 

interests along this line. Unauthorized users who do not have 

enough attribute satisfying the access policy should be prevented 

from accessing the plaintext of the data.  In this paper, we discuss 

about the public key cryptography using the blowfish algorithm 

which can lead to better security of the data. 

 

2. RELATED WORKS 

 
There are various amounts of research which are being 

done in the field of network security in online social media. 

Access control for online social networks third party applications 

is a paper which focuses on the access policy of the online social 

networks. They have provided access control framework to 

control and manage the third party apps.   It allows user to share 

their attributes with their friends so they can view the information 

sent to them[1]. Another paper which focuses on the algorithm 

used in this paper is Superiority of Blowfish algorithm by Pratap 

Chandra Mandal[2].  It shows that among the various algorithms 

exists including the Des, Triple Des, Aes, Res, Blowfish, etc., 

Blowfish algorithm is by far the most effective and efficient 

algorithm. The key size and the block size of the blowfish 

algorithm is high and the encryption and the decryption time of 

the said algorithm is low compared to the other algorithm. DES, 

AES and Blowfish: Symmetric Key Cryptography Algorithms 

Simulation Based Performance Analysis [3] by Jawahar Thakur is 

a research paper which focuses on the importance of the 

performance speed of the blowfish algorithm.  It takes into 

account the key size, block size and the behavior of the algorithm 

when different data loads are used under different conditions.   

The functions and behavior of the public key cryptography is 

referred from the site crypto.stackexchange.com[4] which teaches 

how the asymmetric cryptography works and the basic principle 

behind it. It contains two keys which is a public and a private key 

used by both the sender and the receiver for encryption and 

decryption.  A comparison between the symmetric and 

asymmetric is studied which shows the asymmetric cryptography 
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is more effective and faster, the key length and the size is shown 

in resources.infosecinstitue.com [5].  

The Rijndael algorithm is the new advanced encryption 

standard (AES) which supports key of large size, it is the 

successor of the DES algorithm.  The speed and the performance 

of the rijndahl algorithm are more compared to the others which 

provides data security. J. Daemen and V. Rijmen The Design of 

Rijndael, 2014: published by Springer-Verlag [6] paper explains 

clearly about the Rijndeal algorithm. 

 

3. PROPOSED SCHEME  

 
In this paper we focus on the security of the network in 

the online social media and exploit their drawbacks and proposes 

a much more advanced method of encryption using the Blowfish 

algorithm and the Public key cryptography.  The user sends a 

message to his friends in an online social networks which goes 

through a server which can only be partially trusted.  So this 

encryption technique is brought into the picture where the client 

sends the public key to the server, the user also keeps a 

TTP(trusted third party) to send the original message to the 

server. The TTP, for its purpose binds the message with his own 

key and sends to the server.  The server then uses both the keys 

got from the client and the TTP to decrypt the message.  The 

server then encrypts the message again with Rijndael algorithm 

for its safety purposes so that any unwanted malicious users 

cannot attain the original information stored in the server or while 

passed through the network. Fig.1 shows that the Architecture 

Diagram. 

 

 
Fig.1 Architecture Diagram. 

 

BLOWFISH algorithm is faster and reliable than the existing 

ABE algorithm which has a block size of 64bit and varying key 

size.  This algorithm is used in our paper to provide more 

effective transactions of data in the network.  The primary feature 

of the blowfish algorithm includes the S-Boxes. Fig.2 shows that 

the Blowfish Architecture. 
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                         Fig.2 Blowfish Architecture 

8 bit input is accepted by the S-Box and it gives the output of 32 

bit. It has 16 rounds of operations, each half of the data is EX-

ORed with the other half to produce the final 32 bit output.   

 

Public key cryptography otherwise called as Asymmetric key 

cryptography is used in the encryption technique in this paper.  It 

contains two keys which are the public and the private keys. For 

example, the sender (Harry) has the private key for encryption 

and the receiver (Ron) decrypts using the public key of the 

sender.  In other words, the sender encrypts the data using the 

private key and the receiver decrypts the data using the public 

key.  The receiver (Ron) cannot decrypt the message without the 

public key of the sender(Harry). Therefore even if any attackers 

attack the information they cannot decrypt the data without the 

sender’s private key.  This technique would provide more 

security in online social networks like Facebook, Google, etc. 

 

4. CONCLUSION 

 
In this paper, we design an efficient means of sharing the 

data between the user to the online social networks server and 

achieve the security of the data using the Blowfish encryption 

done on the data using Public key cryptography and the server re-

encrypts the data using Rijndael algorithm to avoid data theft. 
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